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RIET U= ZHNAN (AB: Initial Access Broker) & ZYH LT 7D
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BHEEREL. ZNSOXRMBEEERNICERUET,

DHEANTREICARZ L, BEARBIE. BEDEFHEGIEROES
UFARBRAEICHUT. YATLANDOKE (BRFE) #RFULET, i
SERBEBOEBINZICEDVTREERIRT ZEEHHDET, T
YLD FOTIL—TOFICIF. BEICELE B2z EsxT
MICHSBDEHDET, FIZIE. BRICEEELE-LKETE, &
BRSO AEBHENICATSAVICTEHIET, WERBOENR
SETINSBNEIMEICRDZEN DN >TVED,

WEBERFRYNT—VIRATDE, BESNED, T—FHRELD.
BEStenichUictEIcROBFENEREIT BT 7ML T7OERZH
WEY, FIZIE Clop EEMRIE WERBN ST —F ZRBAHITERIC,
LREBBOT—I AT =2 3N DT I ERAZBETDIEDNRESN
TWEY, COBHIR. ROMECHZBEREAFIZLHTHDER
HFENTWED,

BARSVYLVIFOEERRER. RAICHHTIE. HIEED
BRI ERELLER, RBEIIHREEEERITSOH—KNT
Yo UM U . RYIOKERLERICRIBDTI, 2FD. VYLV
THRER.ZI/EAZRLBBICESN. MIETEIBRTRELET,
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FIEADTR

TIT—=TZ9 VR ITA—=TLNTOF I L AEDFTEIXLL T TED,
ARIET7 72 A& RaaS (Ransomware as a Service) &7 T4 N—
NSVTLD 77T OmATHRAENTWEY, CTUUT—Fv—
lF BEWESR (NLVRT 7. BBRITER. G EENRD—KRN)
DOERBADT V7 ERAICET 2EREHNZBEICHEELTVWETD,

2021 5 3. CTUUT—F v —NEBILIcHDT7A—FLTlE, 77V
ZEKEDOEHDEE (EEHRSE RTIVESHER. LAY Fr—
v, FNNABLVEEI SRR E) ADVPN/RDP 7V EZREERULTWE
Ufco TRBRMMit&(EEET 800US RILTT, 2 ADKEENZNZNEUX
EXZADT 7 E2A%EIRFTLUTWE Uz, 1 DDRRMIEIE 250 KL, &
S1DIERAAVEBEOITA YN/ RTHD. 6,000 RILTUT,

. [Sale] Access VPN-RDOP 950kk USA

72 ZBRFEDE) (MR Secureworks)

— ep—
— =
p— e —
— ———

UZMCISBRERBOZRIETRH I N TLWEEAN, EUF—, HbiE, X
BRREDERWLRFHMBERNTEHINTWES, TOFIEREBEBATS
WBEHE, 7A—FLIEETZIRIO0—THUvh (B=&FETOEE)
ICXINWDTETUTIEUH T, HERBIHETHINEMDIEMNTERX
ER

CTUYH—F v—Id. REFZVERHPNAICLDZ TV ERRFTDELET
d75<. IVHLAT T POEBEERBN TV EAOBAZELRLTWSZE
HERLTWET, TDO—HFIH BlackMatter VAT T 7 TY, Zhld.
LLETIC DarkSideRaaS Z &AL TL\/z GOLD WATERFALL ZE V)L —7
ICE>TERAINTWSEEZSNTWET,

o corporate networks

= @ Purchase / implementation of y

BlackMatter@ E#EMIC & 27 7 t XA DILE (HH : Secureworks)
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NET, MBEXVN—%FRTEET. BRETTY—TYRNITES
HBOBDKIBITHEIMUE T, BIcES &, 7V TAT T TEEIOBREIL.
BEFREREERBOARIC L THIWESNDZZENHEDET, Lich'o
TIBAYNN—RF—LM LK) ZFIRITBHDEERERTI D,
TEXAVNR—DRAFILLARIVDERD E. WEOTHWSIIEWEED BT
HEMENBHDED,

= Looking for Windows / Linux / ESX| PENTESTER leams

FIT—=TZOYRTA—FLTMEXYN—ERLTWSTIL—TFH #8

Hic "RYTRY—) #5E (HE# : Secureworks)

TN X >/\—& RaaSEEMEMIF. HAEICERBRIES. KiENEEfRz
FERT2EEZISNET, —H. & RaaS AL — 3> THRETEER
TBEXAYN—D TEE HESNTVNDISH. 1 DOKREEHNTTI S
&L N XVNN—(FRID RaaS ARL —y 3V IcBETEEEZOSNE T,
fe& Z &, Babuk EEMHBIL. 2021 FDHHIC. 2 ADINE X > /\—
ERFICHR—bTE2EERLTVWELLD. GOLD SOUTHFIELD I,
REvil RaaS MZ D vy IV DHIIC 10 A2 R—hTEBDEERLT
WEUTe,

BE, EEEREEEEBREOSETOCRZEETDH. MBEAXAY
N—HZFHRITDZEICED, THEUTLWBHEERBOREETETEE
ED

MBEXAVN—ETI—TDREEZS I ZERITIEHHNET, REvilICLD
Kaseya DK E L. DarkSide IC&ZAAZFIL - /A T 541 >V DB EDM
AT, IMBXVNN—DDD D ->TWBEEZSNET, EERBICE-T
&, COBEDIYRYZIMHTBeHIC. BEDEIY— (BEE. HBE. F
B EBEA VT IANTVFvRE) DEBICH T HKEZ B A /\—
MR TIT DT EEZREIELTWS &S TY, SEEMRIE. MEBEXV/IN\—D
HzHRTdET BERERIELTVWETD,

Babukh2 ADHIEAX ¥ IN\—%FBE L TWSHRT (HEE : Secureworks)
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VYL T TICHTS
ETHREEBIFD7? 73y
RREEINT 2TV HLAT T THEDFEEE. SV, BUFICL>TERR
2RELOBHERLRINTVWET, COBRICIE. EERMHEE. BH
RSB ENDKEBICL>T. DR —EINEEEZIT VDI EN
HDET,

2021 6 BHA. FBBIOTALYVY—THBIVIVARNT7—- LA
(Christopher Wray) K&, TH/\—ERDOEZRIE. 911 LUBTOTFOD
BRETZ<OEMEY NNHBEMNELRL®, Fle KBIES AT
FOEEEICHITZEETEERILTVWZONEVWSERMICHLT, B
BREDY—7 - Z14EVR (Gina Raimondo) Kl I 5k 28Rk
PREFEINTWD, EBRNFELLY ThETDETSE, IEIFLBHIG
EHBSNTVET,

FVHLAT 7 DMEIFE. KAEUTHANEUWEBETHD, DL
RERITHBEORIGIC L >T. BN ARENEDL DI EIEHRNT
LdDe SYHLADT7DEERBOEZAOYT FfclZIMIIERIEL R
(CIS) HBEICFAIELTWEY, ZLTAYTH CIS BEEDEEZMICL
RIFnE, REHIE, ERTERNSZLHESND I EIEFHDERE A

FRiCiE, 2019 FEICHA/N\—BROFETKEICRFINFETI VL TIUX
v (Maksim Yakubets) Zi&Us., O 7 HAFPIEEHREBEDERE L DB
ENMERINTLRIHEZELVWET, VIURVIIMEL, OY7ERRR
/& Service (FSB) IC#IFFELTHD. FSB DEEFERDBMNONHZEEZ
5NTVWETD,

Iz 7A—9—0
TAIOTIVDEE

TrickBot & & U Emotet DM AN T AV T UV EEBDTRERD
F Uz, TrickBot I LTI, 2020 £ 9 B ° KX E YA /\—FIC
£BEHE. 10 BE 11 BIT Microsoft® BT o7c 2 DDEENNH
DZFEJ, Emotet IRy bRy MW ULTIE, 2021 F1 B TEICERE
FEITHEEIC LD TR ELRE

20214 #] 88 £ T IT. TrickBot @ & & # #& T & % GOLD
BLACKBURN [FZ DRy h XY N ZBHEELE L, SP
TrickBot 2B TEFELZE U, GOLD BLACKBURN (&,
Team9 (54 BazarLoader) *° BuerLoader 2&. fiD~ILV T
TOERABEYLTWEY, 2014 F£h 5 GOLD CRESTWOOD
ZRIIN—TICE>TEESINTWS Emotet Ry bRy MNMIBEHE
BEhTWEEAD, CTU YT —F +—I[& GOLD CRESTWOOD
BRUI—THBEREBEINZD. QakBot Ry kXY NEEELT
W% GOLD LAGOONEBE Y IL—TREDMDTA/IN—ILFEYIL—
TELDEENICHAVHROHZEHEBUTVET,

2020 £F T Emotet VLV PDILEFEIE TO—K, H—EX
|&. TrickBot. Qakbot, ZUTA—T VY —XDEE lc LB &
lcedID DH T —ERZRELTVWE L, IhS5DRY bRy ME
IR TIHMBEDILEEEE R BT\ 3126, MBEDILEAEICEID
BRIk, 2FMICR T, BENREZSEICTEBINS
NIVOzPDEIKELRERIEHDEFREATU
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https://www.nytimes.com/2021/06/04/us/politics/ransomware-cyberattacks-sept-11-fbi.html
https://www.politico.com/news/2021/06/06/ransomware-attacks-commerce-secretary-492005

2020 9R 2020128 202118 202148
KEHYA/IN—FEN TrickBot DT KERZEMARA (IST) A KEEEE D NetWalker TV H KEREEANEEEDIRRE L FBI
oV ERE, JIL—TFCc2H— RIVFEI5—Z0 LT LUz 7OEBEERNE USRS BEETERINZINOS YT A
N—%YIDEZ TEE % ki HAT TA—AEFRE TREERE VT P RRAIERE
N
N 7
2020 ¥ 10R 202118 20216 AR
KEMBEEAN TV FLI T 7RIWWHA RSV EHT Europol H' Emotet R v k R k @ INTANINTR, SVFLILTYT
L. BBAOERARLRUICBEICHBTREGoIY FAUT I EER IL—7DOEENTOEFHEZRHT
AN—LRITIN—TNEREETIS T EEFHBTRET WBOVT7%RE
%
Z< DifIicE>T
RAELTIVHLIITH
BRRKDEHR

SUYLD T PREEICH T BERTHRE B DES)

NAFVEIEIE. OV T7DT—F Y KFBICTV Y LT 7OREEERE
L. ZOXAyE—Ihabo e ERLTWET, RENATEHINS
NZEABRBVEDD, SYYAITTHNZOLSHEEEED ZH HULUWEEITRUY—LA
EOBEICIE - EIFES T, OVTITiE. KEPHOEALANDIE

N N — L SUYLDT T -, THERTHRIHLITES, C&THE
AR ELOEWNEEAHD, OVFEISETZPREEBICK TS et !

PEATHERBOERIBEehdE, BRLBICES>THENE

OY7OBANDRED LT, KEPZOMOENAZRETEHD WERELTWABELSTY, 20214 5 B, Colonial Pipeline 1>/
M FEFEBEHUEWEBRSOMNIFRRETT, VFYMADORIL%ZE ST, GOLD WATERFALL (& DarkSide @

EBEEBEZRTUERLULD. BHBRIC BlackMatter VLD 7
ELTEEBLE U, 7 BIZld. Z<DIRE%ZLE AT REVil Raas
(ransomware-as-aservice) H'. Kaseya D'JE—NER - EEY

SUBLIIT DRI FlcET—LiF. SHRHELIESHRIERSNT

WET. R COLSBAAD B flconbET. T HAT LT TR PORFEENALTHEDRBEE S REEREIC,
DOEFENEEBLANIVEKRESCELTWERA, BEERAVTIPR ZFDEEZEKRTULELR, LML REvIl 13, 2021 F 9 BICEE%:
HY—PRCAERFEESZ2EBEEDBINIE. KEHOD Raas BRLTNET,

BLOBEEEMBIE. FRTHERBEOHHEZZIZIERGEETEIEN

TEET,
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(& RRIMREBT>T INTOEBIEF 2V T WROBREZD
TBRENHDTT,

HRMNDEEAN AR/ FHEA ZERFBEEC LA RIF T TV or—> 3
VORE. RINFEDQRAEA, XRYNT—TDEI XAV ML, TYRR
AVRNERYNT—DDRT T4 v I DEREBRHREZEELTWDIER
&, ZVTLTITHEEETFEZIENTEELT, EFaUTsICETS
BENGREHEGEI B SN TVSIERIRFIH, BEIOE W DERFIIC
ERTIVT LT 7DHEENDBEVWDIFEATIEHDEFEA, BiE
HA. YU LOTT7H5B%EFHIENTEEY,
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BEEERZF OIS -\ BANBHHBLTLRL
VPN 7O ABRZARITDLOICRBEINE U, WE
HiE. BAL. FFHERNTTREARI—F—FE/RT—
REFERALT Z201—H—DVPNT7HDVNCT It
ALESEUEEZRSNE T, BBITZERTENMFA)
EZFERALTWe e, I——DBREETIDIEN
TEFUl, 2OHOAET. 20odIrhO—-/LIE. K
BENBRBADIIET IV ERAEEEITIDEHHIC
ZEDLHTEETH > & bMDFE LI,

CTU DMK E L. 35 DarkSide TV HLAT T 7 H 54
E SNz Cobalt Strike DAYV R&IAVNA—/LIP PR
L%, OEBOT7 747 oA=L - OV THREULEL
feo COMBEIZ. BHZZITTIYIYF Y MNERFIEZE
FBL. REEEROGE. EROFE. BEROIVITLA
A D Cobalt Strike DA VAL—)L, EIRZAIUT1H
JVIG T —I\NDF7 I RIGEDIEZFKBUE Uz, &
OEBIE. VYL 7 ERRETIRICBAEZHUA
HBIENTEFH U, BEICEDCERIEZENERKT
FTATEBDFEFEADN, BRICK>TEBEMTH D,
RUTEEINRZHDTIEHDEE A,
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AX VP PYR-T2X7OA1H -
INYFZHTHDh., HE==T5dH

Iy FOEAIE. TESEFBUL. TOEHEHL T, BEIDIVATLY
VIR 7y =Y DR, /Iy FOEE, LB, /yvFE
BATZHDYY —ZADMER, I—F— D ELE (T D= DEY]
BAVTFURD VY RUDIER, SSCIEBREFTOEELRIRTLAZE
BIDURIZERIFANDCEHBE, SHOBETIFINTHARETT,
UL, ERICIEIHBHEFCOEREREZIBELTED, Xy FHRERAIN
TWERWIBSE IS ICE >TIRITFOERE B >TVWED T,

PAN—LRETIN—TVPERSZHOEHOTIL—TH, T/2704
NI 2Dy FREADEIZHEEZKRKD TV I—RYRNERAFPL
F9, 1VF—Fy b ETNRYyFHABERAINTWRWEEEZ X F v U,
WhpBZAF v &IVATAOAMDFETERALEYS, FEAEDZA.
BEEBDTABF. Ny FHRREESNTHSRKEN/NRIBLTWSHES
HZERBALEXY, A KEERZ2RER (NSA). FBI. CISA H'5
RERINT—5° lc&kB &, 2020 FICHEMWICERAI N CVE DY
7 3 &, Citrix @ Bz 55 1 CVE-2019-19781. Pulse Connect Secure M
CVE2019-11510, Fortinet FortiOS  CVE2018-13379 T U7z,

LA, 2021 F(Cid. €ATFIHESEEOFIAIRBLTVWEY, €AT
1OFEIEDLNZZEF. NOTRIEBICHETLIZ, LML Google
Project Zero DT—% ° I &B &, 2021 EICBRAINEOTTDOEIZ
2021 FICERAI N EATAOHIE. 2021 FHLICiE 2020 FDOER
25 HEBZITWE Uz, 2021 F 8 BUIEICIE 37 &HDELE, €0
FAREE M. BB, BETBLHICEOB/. VY—X, EFMHE
EREEL, —MRVICIEIBRASINBVWESICEEICERINE D, AL
COFABHEEDENZRELZONITEATIN. TOFIHRBED
FBEERMIDEAIALELEON, HDE2WIERYIL—7 FICER
BEY SV LT TOTI—T) NEOFIREEEBALLODERL
fEDTBHICERICEZZ VY —IADNER O, EE5EEEZSN
EXR
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https://us-cert.cisa.gov/ncas/current-activity/2021/07/28/top-routinely-exploited-vulnerabilities
https://www.itpro.co.uk/security/zero-day-exploit/360447/why-zero-day-exploits-are-surging-on-an-unprecedented-scale
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TOFMRBEEIKE, ENERET—T Y ERDAATRE, ¥R,
BRHIN2ZcH. Z<OBEBHPTEZRITEIEEHDEEA, LH L.
IVRAT70OA A= —RICAFAREICED E, ZOA—RE—RICA
FHURLBKERtEF2UTV—ILICISCSHBHATN., LHBEBK
BENMARBLET,

AFxvy - FYR-IYVR7OA K (scan-and-exploit) ZFH< e D&
MR EG. BYGRBEERE, ZERTOEF2IUTsaAVE
A—I%ZREITZIETY, ITLAV—RBRBHEAVTIIIVRFE, ED
ESSHENLDEETHINDEBEIELTITTIDICKRILEET, & X
F. ZNSBFONTOREBTERINTLSHESH. LDEEICH
BEEINDINESHRE TEBEIRUZMIFTZIENTEET,

202138

202012 R

SolarWinds Orion Supernova 2

Microsoft Exchange Server %
CVE-2021-26855. CVE-2021- 26857, FTP N
CVE 2021-26858. &KV CVE-2021-

Ay E—JEAETY, Ny FERBREETEHDEEAN NyvF%E
BRAUGWE, EBISEREOREBOEXRICHRDET, . EERY—
IN—ZNRZ—=IR - ITVOR - AVTIANZIVF v TIEBRL, AVTILE
ATERULTWREE, NyFzEBLEWE, BREESZERICS
59 &ICBDET, YATAIRNRYFEFERATERWER., YXTAIK
Ry FELETZIENTERWGE BRIIEE. Z>YLAV 70y o>rO—
R, SREEBMOBE. HMEF—IOREREEBNEUVEBRICLDY
AT LDOERA%ERIE. B, MHT2HDORERBBEEZRTIZ2HEN
HDET,

2021 7R

SolarWinds Serv-U

CVE-2021-35211

CVE-2020-10148 27085
N

v v /
2020$ 12 B 2021 1A 2021%7R 202178
Accellion FTA K& Accellion FTA K% Kaseya 59 L7 HE NSO JIL—Tic&>TERASNL
CVE-2021-27101, CVE- CVE-2021-27102 & LT CVE-2021-50T16 EEbNB MacOS E&LT i0S D

: CVE-2021-27103 !

2021-27104 BEss

EOFA T/ RT70O4 M ZFBLERBKRE

CVE-2021-30807, /v F@EH
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UYL TREFTEL
& DIRERR
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SEIEE
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Cobalt Strike D E K&

=
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BOBRIIN—TPERIBEZZIIZBRIIL—TH. Zy R T—=0EA
@ 1AV & LT Citrix NetScaler DBE5514 CVE-2019-19781 ZEBALTWS
CEEBERUE LR, COMEBMEICED, BiEShTLRLWI—H—H
FEOOI—RZEITITZIENTEXY, X2 77—V RDT7FYRL
DNRBEL AV TURTR. WEER Web YT LPESEBEYAIF—
BE IFRIFBRIILVITHEELTCVWE L, COMHEIF. B
KIAEI—RIRFAShTVWS I &Pv, HRPDOEBDORY NT—TERIC
Citrix NetScaler MBELTWBSZENS, IEIEXLRFHE - BT H%F
DHEEHEICE>THNNBFEREBO>TVET,

| EINIEB: s 348 _ 00X

M T
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https://www.secureworks.com/research/threat-profiles/cobalt-foxglove
https://www.secureworks.com/research/threat-profiles/cobalt-foxglove
https://www.secureworks.com/research/threat-profiles/iron-liberty
https://www.secureworks.com/research/threat-profiles/bronze-union
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Secureworks’

A2 7L =AM Exchange Server -

\WHFEAEIIATAA M SEREEI

2021 3 A, YAV OY 7 htiE, A7 LI XD Microsoft Exchange
Server ICTFTEY % 4 DDREFME (CVE-2021-26855, CVE-2021- 26857,
CVE-2021-26858, CVE-2021-27065) ZNFUFLI, ZDHEIFHME
FREERIRIETZHEBEINHBEEICLI>TERICERAINT b\i
Ufco ZNBICDWTIE. YA7AY 7D 3 BAISHIC/Sy FaBEAL
F U7z, CVE-2021-26855 (& ProxyLogon &ULTHISEN B LSICHEDE
Ufco E5IC4DDEERYE—MI—RETOMEEMEICELT 4813
BlcxroOY 7 han s/ FRRESh, Z0®5BICESIC4D0D
Iy FOREENR U,

LR WEEMSBIEICOWTKEREEELRDEUH EFOHEE " IC
£BE, HERICA Y TL I XD Exchange Server A 250,000 B7F
EU. SH9HDERTZDSEDAE<EH 125,000 &IF/Vy FhK
BRAOEFRICH>TWeEEBInTWEY, L. 2021 FE 3 A T4E
IC73>T, BEFEMEDd % Exchange Server D55 92% I, 3 BD/CyF
MNEASNCEXT4P TRE " SN TVET, CTUUY—F v —Id,
7> 7L 2 XD Microsoft Exchange Server DM /\— 3> EFRL
TWEIRTOMBIE. Tc&Z /Ny FHRBRINTWELTH, BES
NIEAREN DD EB/EL. BADKEZREINETHDEBFLEL
feo ZOFHHIG FBI OB BICL->TEISICRASINE U, Il XE
BEENABICHER " UIcbDT, KEEHLEET S Exchange Server
ICE>TWD Web YT ILIEZ VAL FNSEHIBRT D EVWSHD T,

3 BIC Exchange Server DESsEMNARINIBERE. CISAETIh5D
EMENENNATESFHIASNTWSZEERBL WD, KRB UE
Ufco DED. YA/N\—IB5EET=EIE. ProxyLogon BEFSIEICEEN >TH
TERIZBESELTWEDTY, Ny FEYTENRELEVWST LYy v—
ICHEID DT, Iy FHAERINTORWY—/\—ADKEH s A
FWZD T,

REZX T c Exchange Server ICEBHEESNfcZ & bhr>TWBETY

YLD 7OHEEICIFE. INFTHSNTWLWERN > DEARCRY izl
Ransom : Win32 / DoejoCrypt.A. BlackKingdom WM& &N TWE LT,
Babuk ® Exchange Server Dfe55HZ=FIBALIcEEFRLTWE L, 4
BIZI. Prometei Botnet® MK EEN Exchange Server D55 1E%F)
FALT. Monero (RIBEENA+—PZOMONILU 7 ZzREEHL. AL
BREHILE LI,

HEDBHEEN ENUKETRIICERINIEHZEZHEFICTS
EWSTEMIE. FTLWEDTIEHDFTA, TAN—LREFEEOTTH
BIERLT FENYFELTTOVRWERICTLT, —RICABESh
TWBIVR 704 MI—REFBALELSELET,
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Re: USE charging backpack

Message B Permistion-S0801683.0625:3001 Sip (115 10

Good moming,
I have somethmg mteresting for vou. Please see the document attached

Thank vou.

Hi
How are vou? Hope vou are doing well,
Just to mform vou we have got the following travel backpack m stock

This travel backpack:
With large capacaty, anti-thuef, USB Charping features
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Secureworks’

Please let ma know if you have any quesions
The last 2 pravious big amount Paid 1o us ang

Q427021

2388227
13042021
Plaase if you have any questions. do not hesitabe o contact me balow

Kind Regards
Many thanks in advance

BECT7 4 v ¥V U X— )L (HEE : Secureworks)
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Accord hY 2021 &£ 2 BICHKRUICHAERER ° Tk, REOXZHHIE
REBDHADYAN—BHEEZRERBHERBZLTVET,

BOHARERSZHDBETIL—TICIE. WBRIGESEDZ P TIT N,
REBWGHEREEICL>T. EMERZEBOREZITVWET, IF&A
EDBHHWEROKEEDT I TET«1E. FEDEEDT—FPH
BANOTFIERICERLTVWET, DFH, ZHOBEBICE>TIX, L&
FRYAN—LREIDBEL ANIIE/NELIEZDET, 2020 £ 12 Blc KA
MICERE STz SolarWinds U 724 F . —VEREF. chERITREWL
TUJzo IRONRITUAL I&. BEED MO DAREL LTz SolarWinds D77y
IF—hESIVO—-RUfcc &% CTU VS —F v —HERLIIRTD
T=RCHBEWNT, FNSDRYRNT—IANDBESDT7 I A% EXKICH|
BRLTWET, Zhid. IRON RITUAL DESH, fifICEoHTHUVE
HOREEBICHEITSNTWHTIT, TNEDIFEAEITNTER
ZEREICERLTVWE L,

IRTOYAN—RA/AKENRLEWSDITTREHBDE A, EHER
nid. ANEBOEEERDZBEIRMLEERDEXY, Flco HEEARND
EREEOSETITLERICEIZ VI T THLREIBUNELRD &
BHHEI,

HEDEMDH DY AV L BB A DEICHDRMDET, HIXIE.
Ov7, 45>, mE. tBEEO VI —THEETZHEIO0F VIR
DHFEEINDR /A F v oR—2TY, B FEEELCT. APTOE
BEZRYY—F. Ih5 4 yENEENICEES ZIToTWEL,
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https://eiuperspectives.economist.com/technology-innovation/securing-shifting-landscape-corporate-perceptions-nation-state-cyber-threats
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TWEY,

FEOBEVIL—TE. EFa1VTEROR EERELRILORE EZE
EELTWET, fe&XE, V—ILPIVRA7O1MDOHEY, HETOR
Ex LORICTDHDATET T4 V—ILDEERERZENZDH
TY, BEHAREBHRE (PLA) HNOEMBIROFERELT, PLA ICE
BIZ—MOBEY I —TIE. BEDYA 7OENEBTIEGRL BE
OHIFEZE KDERIT DI EICED, KDBREREEOEEZERLTVNS
£57T9,

—REIC. FEDTIL—TIE, BERICEF VT ERZERELTVS
£5TY, ZDfesh, FEDRAMDEDEEICR>TVWERY, RSIFMD
EERULSIE. TBifBER /BREFE (F—7 v NRIETI TICHAH
BERY—ILZEAYS) ZLDECERL. XY —ILZ2ESLD B,
Cobalt Strike R EDA—T V ICHARIRERY —ILZFATHRALTVLE
ER

PlugX IR ELTERDVIL—TFTARDH Y —ILTIH. BRONZE
UNION (E5|Z#Ht= HyperBro Z{ERLTWET,

Z0ftt. HRP, FEOERIIN—TDESBHELTUTOLSEEE
HBEINTWVET,

. FEOI/O—NILAYT7SHRKKREERTOT SLTHE—F—K
BRO—IRELT, EREEZRENICY—T vy MLTWETD,

. BRONZE PRESIDENT A% 2020 £10 H& 11 BIC USB AT v

ZEALT Plugk IIILT 7 ZIEESEE L, MADAY YTV
NZiE. [BARD PlugX YLD = 7 ZBIBR T % PlugX BH/N— 3>
MEBENTE U, COFEEF. BYVIL—FIKETHLWEDT
(722020 FHEICIE FE 7Y P HFICIT v Y—TDF v R—
Y TUSB XEVEFERLTWE LUz, EF2 77—V ATlE, 41
VHARICMZ., EENGO PEEERETHEAINTVSIL
ZHEZRULTVWET,

. BRONZE SPIRAL D& 5747 IL—7H\ BT RE D SOHO(Small
Office and Home Office) L —% —%=WE O HE LTHERAL
TWEY, ZhnickhD, HEBTORENLDERE#ICRD, F.
KBNS 70y MENEERCETRIELTWSLSICEED
[T52&T ERORYRNT—I NI 70y 7ICiHpnidAzEs2E
MTEZXT,
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https://www.secureworks.com/research/threat-profiles/bronze-president
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V=TI EADHE 2

3A1H. CTUUY—Fv—Ild. > TL I XD Exchange Server AR
BICIVZ7O4 S NTWS I EZREZRUE U, Microsoft® AEILUE

BTSN TR/ F 2V ) —RTHERDIETY, BER

B ckDE, FNREEBINTIEIVWREI STZEDD, FroR—UH
DI EH 2021 F 1 BLEED SIS N TW e EA SR> TWE
ED

MESMENRNRSNDBERIC TV T ET A HNRAEMU I e 5. KE
EIFBBDODT7 IV EADHIRENZZEZM>TWEHBEENHDET, *
DEOBE * IcLDE. BEHEEZFIALT Web Y ILEREBRL. ERNE
BREZBEICMENICTZZ7EIALTW, 10 bDERZHEDTIL—TH
HofeZ ENMFIBRLE L IUTEER),

KB E M Exchange D OF 1 KEZFHE L T
China Chopper Web¥ = )L% B (182 : Secureworks)

%3 —ATlE. BRONZE UNION EWSBREZ)L—7H Exchange DffE
FHEZFIFALT, RERESEONLREANDFZ I EAZERLTVWSD
Z CTUUY—Fv—HEHELTWET,

INSDERADERICITONIERES I —7EOBHRLEESILERICE
TBHHDTUIEA ENDERTRI—MMICBZ>TVNBLOTY, KR
HFEO APT BTORBEY—ILORBEFBZLWIETEBL TIL—F
&@LU Digital Quartermasters Ic &> TRESINZVILT T 7 EFERL
TWXY, Digital Quartermaster I&. YILTz 7=, R BAE
FzBEETREE I —TICRETIEMTHIEEISNTVET,

BEOTI—TNIIVA7O1NOARMRIICENSZHBLTWDEWS
IETYRBHNET, Inid. 2015 FRNSEDHSNTVBAREK
BEOBROBRO—DEEZISNEITH, LODBEELEMAEINTDO
NTWEY, o, BATOYAN—EHETSEREF OERR L
(MSS) ICREETZVIL—TTH. AROLANILTOEEITONTWS
TN EWNEEZSNET,

ZDO—HITHBNOADARE (RAT) @ ShadowPad &, MANCETS
BROME. AVYROET. 77MIYATLELY AN DIEIE.
UWEYa1—/ILBRICKDEEILRBAENTEX T, CTUV T —F v—Id.
IR7E. ShadowPad WM< &6 8 DD EBDFEDER Y I —FIcL>T,
KEPEEESOHRPOY—7 v MR UTERLTWS EHERILTW
£9, CTUUT—Fv—Id. 2019 FDHHH S ShadowPad ZHERHLT
RISz BEY)L— (BRONZE BUTLER %> BRONZE HUNTLEY 7
E) ODELHFEARBREEEN>TVWDIEEXZFHRUE Uz, 2019
FELLFTIE. MSS [C81 > T;EEI LT L\ /= BRONZE ATLAS 7' )L—7®D
&M ShadowPad YLDz 7 ZFIBLTWE U, <&, CTU I
BRONZE UNIVERSITY [CEET 20V 7Lz HKEUE U,
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https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.volexity.com/blog/2021/03/02/active-exploitation-of-microsoft-exchange-zero-day-vulnerabilities/
https://www.volexity.com/blog/2021/03/02/active-exploitation-of-microsoft-exchange-zero-day-vulnerabilities/
https://www.welivesecurity.com/2021/03/10/exchange-servers-under-siege-10-apt-groups/
https://www.secureworks.com/research/threat-profiles/bronze-butler
https://www.secureworks.com/research/threat-profiles/bronze-huntley
https://www.secureworks.com/research/threat-profiles/bronze-atlas
https://www.secureworks.com/research/threat-profiles/bronze-university
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Supernova

2020 EFMNA” DAY Y FYIRIGICEWT, CTUDT F YU NI,

FEZHIRETDIEEYIL—TD SolarWinds YV 7k Uz 7= FALT
SUPERNOVA Web ¥ z)LZBFELTWA AR BV 2R LEL
foo 2020 FDHE. EF2 T T—VRADA VYT Y RERAVTILT >
N, AURYNT—VETRKOEBANEESZHRUE UL, AiTicK
5&. WEEF 2018 FORVERE T I TS ManageEngine
ServiceDesk ' —/\— D e FHEZBRAL 77 EXAZRFLTWVWERL
foo WEHIIIDTFV/EAZMERALT, KA VRIBRE EEICHE
BRUTHEIE TWE LR, 2020 £ 8 . KEZE & ManageEngine
ServiceDesk T —/\—ZRBALTRXYNT—=JICRED, 2 DDH—/\—
NERABFHRZEIF L. ZDFREEIFEHZ ManageEngine Y —/\—Z &
AHUTREHS Y., ZORIEHRZ FE A LT Microsoft 365 VKA~ 2
SharePoint 3 & U OneDrive t—EZXMS T 7AILICF 7 EALEEEZS
n%Ed,

SUPERNOVA [&. 12 BIC FireEye™ I Ko TAKREINZE Uiz, BT, CTU Ut —
F+—hHVIRON RITUAL & UTEIRLTWBEZR Y )L —IC LB EE DKWL

BEOFHANIAHINE L2, ULHU. 12 BO%EEICIE. SUPERNOVA HYSERR
(IR DERIRR I —TDHETH D ENPESIMcBEDELE ., ZU
T.2020 £ 12 A 24 H. EEH CVE-2020-10148 (Orion 72w k74—
LD SolarWinds Orion API Z3EE/\1/SADAEEEHE) #T/ X704 ML
T SUPERNOVA %= BRI U7z &% SolarWinds (FHEFRLE Uz,

CTU Ut —F ¥ —I[&. SUPERNOVA Web ¥ = /L DEE #H 1% BRONZE
SPIRAL EUTGEBILTWE T, BEILTWET, CTU F—AIZHA. 8
BO70 74T ORETEZBEMDEBRH I I —TELTHEET SN
TEXEHFATUL. —. 2020 F#¥D BRONZE SPIRAL DEA & DFE
BRIF. ACBEZIL—THHADEAICEELTVWSEEZSNET,
COEMAICIE. A=V R, U—N— FEF«LINIDFER. &
BEFZAIVRNDODBRENEENE T,

COEBIIN T RATATDIRATLY—)LE TERER / RES
(=T Y NRBETY TICHARERY - EERAT2) OTI7=vy
(UT2R) ZRIELERLT §—7 v by NT—INORIBNGBT S
TRAEMNMEDRAZRREICLTVWE D,

RATATYRTLAI—T 1 VT 1% {ERLI BRONZE SPIRAL R YU 7K (HEE : Secureworks)
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https://www.secureworks.com/blog/supernova-web-shell-deployment-linked-to-spiral-threat-group
https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html
https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/

o1

02

03

04

05

06

07

09

10

LHCTIONS DAYy E—Y

ITEITATYTI—&
BERRERER

ALR—=KZDOWT

Z< DRI E > T
MRELTIT VLD TN
BRROER

AF¥vy - FUR-
I7Z2704 k

UYLz TRIFTEL
& DIRER

YA N—EFEDRITH
EMEE

DEENRER

ERDRIETSEH -
BRI UTciRmEEE

Cobalt StrikeDE K

%El affd

Secureworks’

W hh ”:ﬁﬂ:
4 * 1““-'\“&5“
wewa-nn o R IR

i\»" JA A“]

BT A BT, il
F AR e N

! ;
R A i R

12
OB (IR VVEE R IS5 L
GREDEZB)

SETY mem— | =
I\ REHIROER =SS
I\ wEsEm




ERIRET SR -
BMICIE U T IRR9RRE

Secureworks’

15

BEVER. AZVDBEBI I —TREREVCES ZRiI TEE U, £
BEBARIE. Yvy—FURN FE NERESE. BUTHE. BUTRE
i (1GO). FEBUFHEM (NGO) DEERE, 1 ZVBIEICE>TEE
BERBRPEENLBBREHBZEINDANYICN T BRI/ EBPERE
BICEA5I5HDTUI,

1IVRTNET RKOBBLOOHER (BICHIIT7IET 757
BRENER., 1ATITIL) KL TWELED, ThidrSV»EE®D
FWICHTEIHRADIRVRER#HL WS IEERMENTWED, U
hUEHS, BEROITS—b—L - TA VA RBEEIHELIZTET,

T, AVRIVTLAIITRERE ST, 70/ (BEZEWE
LIc®) #RTLTVWELIL. ThSEEICAASTILOENEIR ST
HDTIH, EFROTA/—BRKEA UAE ICHLTHTDNIEUHTW
F9, 8F5. UAE EAM RTZIILDETBGARMR DIBEAD N TE /s
EBRDLNET,

COBALT ULSTER (cB8E 9 2% /L7—RF 1 X~ (HEE : Secureworks )

FE. CTUVY—Fr—RBUTOELSBIVI TR ERRULE U,

. COBALT FOXGLOVE : f2ZE U7t Citrix B —/\—%{FE>TEAL.
hoRUVY—ILTHSB Ngrok ZEBILT. BEADISKRET
JEAANZZTLZEBIMUTVWED,

. COBALT ULSTER:2020 £ 5 A~ 6 BIch T, ABHNT—Y
PHEIOFVAIIRAEEOT—YZFEALT 1Z7vMNLID
HBERREVIEAET 749y IFvoR—VERBELTVE
o

. COBALTEDGEWATER . ER%ZT—NICUET1 v T &ITUN,
LN/ YDIVT T4 =T YN UTWET, XA—JLiRyy
A%ZfESTC2 Xy z—YZH#kd S MailDropper VLU T 7 & fE
AUF T, 2020 F£ D MailDropper F ¥ X—> Tl&. Lebanese
Directorate of General Security (AZHRFLI/IN/ VEF) DX—
iRy I 2= ERLE U, 2021 FDFvR—2 T, LN/ Y
BEFERLN/ VOEFTEFRY NI — UV EEZICEETDA—
IRy I 22EABALE L, BBER. INSDX—)LIRYTAD
SEEFALT. INS5DRYRNT—INDLEEREAZETLUL
AREHENHBDET,
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https://www.secureworks.com/research/threat-profiles/cobalt-foxglove
https://www.secureworks.com/research/threat-profiles/cobalt-ulster
https://www.secureworks.com/research/threat-profiles/cobalt-edgewater
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CTU YUY —F +—(d. COBALT ILLUSION IC&>TEMI Nz 2021 &
S5EBOT7A4Y I T IR—VICDVWTHERABLE U, TDFrR—
VTl BFA=INDEF2) T EEBEZLOET ZHIC. EROAVS
AVTFAIWIRRT AT 75V NTA—LTdh3 Dropbox Z{EALTL
Flfco TOFrPoR—yiCid, A—OV/GEEROAEE. BUFEHEB
(1IGO). BLVARFIINDOBNEBEENE UIcT 1y T EREHT
bnFELUE, tOEBEENICEINETEENHDET, ENERoT
BADSE, DREH1BIFMITVEDBEREF>TWE U,

COBALT ILLUSION (&, B®. FEWaShiz7L1TvIIich>TI71Y
VVTEEETOCHED. X aAVUTBRICIEHEDEEEILA>TULA
WEST, 1V 7 7DREPEMZHS OO EKIFIFEAETSNTUL
Ftho CTUUH—Fvr—id. 15007 IL—TICBbNTWSHAEEE
NH2EBOLNDIEERICIE. COBALT ILLUSION D71y T - A1
TSARNZOFEDPOERDOOY - F—5 % ERTEELST7 RN RL
TWEY, ZERFIE (MFA) OBAICLDRENBIESINTVEI AN
COBALT ILLUSION EZNn5ntF2UF« I O—ILE/NA/XRTS
fe®Ic SMS A—RPZERBIAID N — U DIRBERATVET,

BBDTIN—TH. 7AN—BEIVIYLII 71TV DERE
ki

. PEOEREBICT T 2 Thanos TV T AV 7 HEICEET S
"TPowGoops ¥ 7>HA—%—I&. COBALT ULSTER N'E85 L7z
EDAVIF VNS TEF 2T IV AN ER LY —)LEO—
FAVINEELTWE U, 2D ENS, COBALT ULSTER A
ADBRITIN—TIcry NT—0 7o R%ERMHTEET SVY
LAz 7HBEZRSICULTREENEZISNE T, HEMBERICIE
TIZ7EREESOVvILIvICAEB<EEDRM - HREE
SV, TVTMNOBFFEBELRENEEFNTWELZ, <hsD
BEHIAZVOEREENESE LWz ETNIE. COKEIFS
HNGFRLDBETAZENELTW I EILEDET,

e 2021 F4BDARZINICHTDHE CERASNZVTLI LT
INStwOrmy &V HL/—hEaRIRUER. AUKAAZI)L%E
EME U 2020 EOEETERINLTY Y LAT T TPay2Key,
EOBRBEEMNERINTVWET, CTUDFRREE. Pay2Key &
COBALT FOXGLOVE &BE#ED T TWE T, N3twOrm IE (., K
EOT—Y%EFIHL, BEEZEDLFDONHEET 'RER (name-
and-shame) ) EiffEFERLET, 1 AZITILTYR. GG TV
TV DREDEBNZFDOHEEZZ T E U, CTU DD
IE&BE. =Ty hRERLEETHIARENEVHDD,
WA RZIIICHZ IV T TaICERANHETENTWS S
ENRBINTWVWET,

INSOFEHFRELSVTLATITDLSICERITSNZEDD, BF
S5<ERNDET, CTUYY—Fv—id. 1 ZVERNRIETZEZERB
T N3twOrm & Pay2Key DMERRINTWETH. cnsEY1/\—IE5E
WEZE ST, HEBITOFEZIFISONTENTHSDEEZTWET, &
fo. EERALBAREZZRWBEONMBELNEEA, BEOBREER
lE. WEENITCICHILSTEZRILSICHFTS N TLSIHhELNER
D COBEBEREZSESEREZRHEITZDEDIE>BVTLLD,
ZDETFTILDHE. KBEEIT VLTI 7 ZBE 71/\—&UTERL.
TR SREBSEVS 2 DOENEERLET, AKOF 70—
FhHY 2020 F#EF & 2021 FICA ATIILDREE - DT OEEEK
B fc Agrius ¥7cld Black Shadow ZIL—ZIcK>TERAIhTWS &
Bbhxd, Thid. LEC coam;ewwvt%ﬁ?%&ﬂ%$oT
FRINTWYLTOTAN—BITILTr 7EFERLTWzZEN
INTVET,
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https://www.secureworks.com/research/threat-profiles/cobalt-illusion
https://www.secureworks.com/research/threat-profiles/cobalt-gypsy
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IRON HEMLOCK [C & F B OOF DAL RAD TV FVEEEENE
Ufcexy hT—212ZE, IRON VIKING DZR VL —7ICEET S 6 AD
GRU BB 9 2K E DHEER. IRON RITUAL @ SolarWinds Y75
Fr—VHEBICEHITIZRBRELREGRE, AV TFDOTAI/IN—RINAEE
(EEBZESHFE LU,

A7 DB I —TDFEEEKAMICHKESI N TWBICEI DN DST
BAS. FEBATMERB (NGO). BUFMEMER (1G0). Bk - V> o5 >,
RLVEETZH T4 F—V R EDHRDRA /A TEE DX RICT
B UTH#ESNTWET, SolarWinds F+>R—ryTlE. MOTDRK
EitEnfc SolarWinds A—R%=Z45 v O—KUlceFa2 7 T7—J ADEE
ZIZH L. IRON RITUAL B ERIMA DIEXBIC 77 EAEEMELLTL
20D% CTUUT—Fv—DEELTVWET,

SolarWinds F v R—VI(FERWFEICIEFRBAETNTWE R A, SolarWinds
FroR—rTld, FOCTDAREE SolarWinds I—R%E5F D> O—R
LIcdRTDOEF2 7 T—IABEBEANDT Yt X% IRON RITUAL HAEX
D DKBERICENICLUIZCEE CTU U —F v —HEREBLTVET,
BEEL EMNERI I —TOENICEELTWRWE R S iz
O, WASNZAREMZR/NRICHIZ cholcEWSTENEZISNF
ED

IRON RITUAL BfxH. HEDTHYEIEVWILBWKEEZITR>TWE L,
ZFO—HFIN, KEERMFT (USAID) 27 —~ICUic71wvy v %v
IR=y T KE, T BRINESICHIL ST B < BUFHEES. JE
EATHER (NGO) . BUSEHEM (1I60) ZEMICLTWE LIz, Fi KE.
EE., RV, WFFRE 32 HED ITR%E, BAFEE. NGO, V>
Ty, ERIT—EAETRIC, IXRAT—RXAT7L—ETIL—RT7A4—X
WEEFERU v R—VEERINE U,

=,;USAID

.k--'.-.‘-
w.-'f RO ThE AMBRICAN FIOR

U.S. Agency for International
Development
May 25, 2021

-
USAID Special Alert:
Donald Trump has published new documents on

election fraud

And visd us at

0006

USAID%ET—XICULTe 7 v ¥ X —)L (HEE : Secureworks)
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https://www.secureworks.com/research/threat-profiles/iron-hemlock
https://www.secureworks.com/research/threat-profiles/iron-viking
https://msrc-blog.microsoft.com/2021/06/25/new-nobelium-activity/
https://msrc-blog.microsoft.com/2021/06/25/new-nobelium-activity/
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FARDEZNTHZICEIDIDET, chEsDFroR—yTERINF
7EIE. SolarWinds F v R—V TEHAINEHDEIDEELEES N
THST. WEHBBICHRAINE U, USAID DTy 5ESNIEK
END/AZADZWVWEDT, I—H—lc—BDREZFTELTIILITT
EAVAR=ILU, YYD BRT I ERAZRHLTWEL, 2
DHOFvIR—VTE, I——RZE/RT—ROEAEDEZEREIC
A7L—KEICIDO71VERZHER LIS ELELEN, 12OV 7
MEFIFEAERINUBI T &MU TWET,

Flo. COHBICBRASNCOYTERNZIET DEEICIE. Mild%E
RWHDMNELBonE Ui, —flELT. 2020 F 9 BICKE OB
BRI E R HERI D Ry NT— U %IZH) *® & U7z IRON LIBERTYY A2 (F
5NhEd, TOFOF. TIL—rIA—R/NKRXT—RKE, SQLIVIx
73y, EROMEEECEAEEDRAIY - RT7—T1 V7, AE
T T74vIvT B Web BE, NTLM REFEHROBEHETL
Tco BRSINEERESINTULWSBHETZMENL. Citrix Netscaler (CVE-2019-
19781) . Microsoft Exchange(CVE-2020-0688) . Exim(CVE-2019-10149) .
Fortinet VPN (CVE-2018-13379). Windows NetLogon (CVE -2020-
1472) T,

2L, IRTOAY T DB IV —TH. BEDERIFHFEICKE
URIT TWB DT TIEHEDEE A, 2021 F7 B, KEEEEOEF2
)7 ¢ B9 (&, IRON TWILIGHT H® Kubernetes 7 S X ¥ — % fE R LT,
Microsoft 365 A Y 7L I ADXA—)L T —/\IZEDH—ERXT7O/\15 I
FUTHBTI—h T A=A EZIT>fcZ&lcDWT, HETZ R/N\AHY
P ERKUEUC. WEENFTE T S Kubernetes 755 —(d. BHENML
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https://us-cert.cisa.gov/sites/default/files/Joint_CISA_FBI_CSA-AA20-296A__Russian_State_Sponsored_APT_Actor_Compromise_US_Government_Targets.pdf
https://us-cert.cisa.gov/sites/default/files/Joint_CISA_FBI_CSA-AA20-296A__Russian_State_Sponsored_APT_Actor_Compromise_US_Government_Targets.pdf
https://media.defense.gov/2021/Jul/01/2002753896/-1/-1/1/CSA_GRU_GLOBAL_BRUTE_FORCE_CAMPAIGN_UOO158036-21.PDF
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PERBEEZRY I —7THS IRON RITUAL (B4 NOBELIUM) IC&-
TETINFLUR,

IRON RITUAL DR THERASINZDY —ILEFEFIARIITAIINTEH
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7 T#%% IRON HEMLOCK (The Dukes Z7zld APT29 & HIE(ENET)
EHRREICHE VDTSR ZEIETEEFRATUZ, DY IL—T1E 2016 F£D
KEREREEZESDXYNT—VDBREOKEETT,

IRON RITUAL T (. SolarWinds OrionZz X —X & LTz Ny I R 7
SUNBURST -7~ XEYHEI®D Cobalt Strike ‘REDNILT T 7 EFERLT
W& U7co TEARDROP & RAINDROP MO—4—%{ERUTCERESINE T,
NOADARELE Tz SolarWinds DA—RIEFZ 7 EAFED 1 DTIHY
KEEZIROFETHENORENDRGENRR TV A2 EE - #iFL
TWEUco RRDAVTLIARY RN T—VEREICIAT, 77TRR—
ZADVY —ANEBITT DM Z R LE U,
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fEENSEETLUL, RETIEH. RRAOESHEFETHZHFEEDE
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GET [review/ I T - ¢ ¢ u - . . 1 - - HTTP/1. 1

Host: maturicafe.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.1.5) Gecko/20091102 Firefox/3.5.5 (.MET CLR 3.5.38729)
Accept: text/htmll,application/xhtml+xml,spplication/wml;que.9,*/*;que.8

Accept-Language: en-us,en;q=0.5
Accept-Charset: IS0-8859-1,utf-8:;q=8.7,";q=0.7
Keep-Alive: 308

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache
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https://www.secureworks.com/research/threat-profiles/tin-woodlawn
https://www.secureworks.com/blog/detecting-cobalt-strike-government-sponsored-threat-groups
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2013/ms13-098
https://blog.group-ib.com/oldgremlin
https://www.cobaltstrike.com/aggressor-script/index.html
https://www.cobaltstrike.com/aggressor-script/index.html
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Ransomware Evolution
https:/www.secureworks.com/research/ransomware-evolution

Avaddon Ransomware Shuts Down and Releases
Decryption Keys
https:/www.bleepingcomputer.com/news/security/avaddon
ransomware-shuts-down-and-releases-decryption-keys/

F.B.l. Director Compares Danger of Ransomware to 9/11
Terror Threat
https:/www.nytimes.com/2021/06/04/us/politics/ransomware-
cyberattacks-sept-11-fbi.html

Ransomware Attacks ‘Are Here to Stay,’ Commerce
Secretary Says
https:/www.politico.com/news/2021/06/06/ransomware-attacks-
commerce-secretary-492005

A Trickbot Assault Shows US Military Hackers’ Growing
Reach
https:/www.wired.com/story/cyber-command-hackers-trickbot-
botnet-precedent/

New Action To Combat Ransomware Ahead Of U.S. Elections
https:/blogs.microsoft.com/on-the-issues/2020/10/12/trickbot-
ransomware-cyberthreat-us-elections/

World's Most Dangerous Malware Emotet Disrupted through
Global Action
https:/www.europol.europa.eu/newsroom/news/

world%E2%80%99s-most-dangerous-malware-emotet-disrupted-
through-global-action

IcedID Stealer Man-in-the-browser Banking Trojan
https:/blog.cyberint.com/icedid-stealer-man-in-the-browser-
banking-trojan

Top Routinely Exploited Vulnerabilities
https:/us-cert.cisa.gov/ncas/current-activity/2021/07/28/top-
routinely-exploited-vulnerabilities

What’ s Behind The Explosion in Zero-Day Exploits?
https:/www.itpro.co.uk/security/zero-day-exploit/360447/why-

zero-day-exploits-are-surging-on-an-unprecedented-scale

Remediation Steps for the Microsoft Exchange Server
Vulnerabilities
https:/unit42.paloaltonetworks.com/remediation-steps-for-the-

microsoft-exchange-server-vulnerabilities/

Microsoft: 92% Of Vulnerable Exchange Servers Are Now
Patched, Mitigated
https:/www.zdnet.com/article/microsoft-92-of-vulnerable-
exchange-servers-are-now-patched-mitigated/

Justice Department Announces Court-Authorized Effort
to Disrupt Exploitation of Microsoft Exchange Server
Vulnerabilities
https:/www.justice.gov/usao-sdtx/pr/justice-department-

announces-court-authorized-effort-disrupt-exploitation-microsoft
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Microsoft I0C D
Server Vulnerabilities
https:/us-cert.cisa.gov/ncas/current-activity/2021/03/06/
microsoft-ioc-detection-tool-exchange-server-vulnerabilities

1 Tool for E.

Prometei Botnet E Microsoft Exch Vulnerabilities

https:/www.cybereason.com/blog/prometei-botnet-exploiting-
microsoft-exchange-vulnerabilities

Internet Crime Report 2020
https:/www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf

Phishing Activity Trends Report
https:/docs.apwg.org/reports/apwg_trends_report_gi_2021.pdf

Securing a Shifting Landscape: Corporate Perceptions of
Nation-State Cyber-Threats
https:/eiuperspectives.economist.com/technology-innovation/
securing-shifting-landscape-corporate-perceptions-nation-state-
cyber-threats

HAFNIUM Targeting Exchange Servers With 0-day Exploits
https:/www.microsoft.com/security/blog/2021/03/02/hafnium-
targeting-exchange-servers/

Operation Exchange Marauder: Active Exploitation of Multiple
Zero-Day Microsoft Exchange Vulnerabilities
https:/www.volexity.com/blog/2021/03/02/active-exploitation-of-
microsoft-exchange-zero-day-vulnerabilities/

Exchange Servers Under Siege From at Least 10 Apt Groups
https:/www.welivesecurity.com/2021/03/10/exchange-servers-
under-siege-10-apt-groups/

SUPERNOVA Web Shell Deployment Linked to
SPIRAL Threat Group
https:/www.secureworks.com/blog/supernova-web-shell-
deployment-linked-to-spiral-threat-group

Highly E Attacker L ges SolarWinds Supply Chain
to Compromise Multiple Global Victims With SUNBURST
Backdoor
https:/www.fireeye.com/blog/threat-research/2020/12/evasive-

attacker-leverages-solarwinds-supply-chain-compromises-with-
sunburst-backdoor.html

Analyzing Solorigate, the Compromised DIl File That Started
a Sophisticated Cyberattack, and how Microsoft Defender
Helps Protect Customers
https:/www.microsoft.com/security/blog/2020/12/18/analyzing-
solorigate-the-compromised-dll-file-that-started-a-sophisticated-
cyberattack-and-how-microsoft-defender-helps-protect/

Press Briefing by Press Secretary Jen Psaki and Deputy
National Security Advisor for Cyber and Emerging Technology
Anne Neuberger, February 17, 2021
https:/www.whitehouse.gov/briefing-room/press

briefings/2021/02/17/press-briefing-by-press-secretary-jen-psaki-
and-deputy-national-security-advisor-for-cyber-and-emerging-
technology-anne-neuberger-february-17-2021/
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New Nobelium Activity
https:/msrc-blog.microsoft.com/2021/06/25/new-nobelium-

activity/

Russian State-Sponsored Advanced Persistent Threat Actor
Compromises U.S. Government Targets
https:/us-cert.cisa.gov/sites/default/files/Joint_CISA_FBI_CSA-
AA20-296A__Russian_State_Sponsored_APT_Actor_Compromise_
US_Government_Targets.pdf

Russian State-Sponsored Advanced Persistent Threat Actor
Compromises U.S. Government Targets
https:/us-cert.cisa.gov/sites/default/files/Joint_CISA_FBI_CSA-
AA20-296A__Russian_State_Sponsored_APT_Actor_Compromise_
US_Government_Targets.pdf

Russian GRU Conducting Global Brute Force Campaign to
Compromise Enterprise and Cloud Environments
https:/media.defense.gov/2021/Jul/01/2002753896/-1/-1/1/CSA_
GRU_GLOBAL_BRUTE_FORCE_CAMPAIGN_UOQ158036-21.PDF

Update on Campaign Targeting Security Researchers
https:/blog.google/threat-analysis-group/update-campaign-

targeting-security-researchers/

Exclusive: Suspected North Korean Hackers Targeted COVID
Vaccine Maker AstraZeneca
https:/www.reuters.com/article/idUKKBN2871A2

Detecting Cobalt Strike: Government-Sponsored
Threat Groups
https:/www.secureworks.com/blog/detecting-cobalt-strike-

government-sponsored-threat-groups

Microsoft Security Bulletin MS13-098 - Critical
https:/docs.microsoft.com/en-us/security-updates/
securitybulletins/2013/ms13-098

What is a Stageless Payload Artifact?
https:/blog.cobaltstrike.com/2016/06/15/what-is-a-stageless-
payload-artifact/

Big Game Hunting: Now in Russia
https:/blog.group-ib.com/oldgremlin

Aggressor Script
https:/www.cobaltstrike.com/aggressor-script/index.html



https://www.secureworks.com/research/ransomware-evolution
https://www.bleepingcomputer.com/news/security/avaddon-ransomware-shuts-down-and-releases-decryption-keys/ 
https://www.bleepingcomputer.com/news/security/avaddon-ransomware-shuts-down-and-releases-decryption-keys/ 
https://www.nytimes.com/2021/06/04/us/politics/ransomware-cyberattacks-sept-11-fbi.html
https://www.nytimes.com/2021/06/04/us/politics/ransomware-cyberattacks-sept-11-fbi.html
https://www.politico.com/news/2021/06/06/ransomware-attacks-commerce-secretary-492005
https://www.politico.com/news/2021/06/06/ransomware-attacks-commerce-secretary-492005
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