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Ousting Threat Actors

S STEPS TO ENSURE A SECURE NETWORK RECOVERY

If threat actors breach your network, they can steal data,
encrypt servers, eavesdrop on meetings, and send
harassing messages to employees and customers.

Containing the threat by severing the attacker's access

is essential for a secure recovery.

The following high-level activities are
usually required for an effective eviction.

Isolate or rebuild hosts
that show evidence
of compromise

Implement multi-factor
authentication (MFA) on
all remote access services

Build and secure Tier O
of the company’s Active
Directory infrastructure

Reset Kerberos, -
administrator, service, @ Z
and user passwords :|

vulnerabilities on
< 7 internet-facing servers

@ Patch critical exploitable

Find out how we help prepare organizations
to respond to cyberattacks.

Read the IDC MarketScape assessment

Global Incident Response Hotline: +1-770-870-6343

www.secureworks.com

About Secureworks

Secureworks® (NASDAQ: SCWX) is a global cybersecurity leader that protects customer progress with Secureworks Taegis™, a cloud-native security analytics platform
built on 20+ years of real-world threat intelligence and research, improving customers’ ability to detect advanced threats, streamline and collaborate on investigations, and
automate the right actions. Availability varies by region. ©2021 SecureWorks, Inc. All rights reserved.



https://www.secureworks.com/resources/rp-idc-marketscape-worldwide-incident-readiness-services-2021-assessment?linkId=142384410

